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BOSTONAIR TECHNICAL TRAINING LTD 
EASA PART-IS (INFORMATION SECURITY) & CYBER 

SECURITY ESSENTIALS 
 
In an increasingly digital aviation environment, protecting information and communication 
systems is essential for maintaining safety and operational continuity. EASA Part-IS is a regulation 
introduced by the European Union Aviation Safety Agency (EASA) to strengthen information security 
management across aviation organisations. It aims to ensure that entities involved in aviation are 
capable of managing information security risks that could affect the safety of aircraft, systems, 
and operations. 
This course provides a clear, practical introduction to EASA Part-IS and general cyber awareness — 
The training follows the Implementing Regulation (IR (EU) 2023/203): Authority Requirements and 
Organisation Requirements, structure in a digestible and interactive format; followed by a 
Cyber/Information Security Awareness module that covers general cyber security risks/threats, 
protection strategies and security measures staff can take to avoid these risks. 
 
Who Should Take This Course? 
Part-IS applies to a wide range of aviation entities including: 

• Air Operators 
• Maintenance Organisations 
• Continuing Airworthiness Management Organisations 
• Design & Production Organisations 
• Aerodrome Operators and ANSPs 

 
By the end of this course, participants will be able to: 

 Understand what EASA Part-IS, why is was introduced and who it applies to 
 Key terms: event, incident, threat, vulnerability, risk 
 Understand your obligations under EU Regulation (EU) 2023/203 and Delegated Regulation 

2022/1645 
 Understand what an Information Security Management System (ISMS) must include 
 Understand the different types of threats and protection strategies 
 How to detect, respond and report cyber risks that impact aviation safety 

 

INTRODUCTION TO PART-IS 
 
EASA PART-IS - IR (EU) 2023/203 
 
COVER REGULATION TO IMPLEMENTING REGULATION (EU) 2023/203 
Cover Regulation to Implementing Regulation (EU) 2023/203 
 

Annex I - Information security - Authority Requirements 
IS.AR.100 Scope 
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IS.AR.200 Information Security Management System (ISMS) 
IS.AR.205 Information Security Risk Assessment 
IS.AR.210 Information Security Risk Treatment 
IS.AR.215 Information Security Incidents - Detection, Response & Recovery 
IS.AR.220 Contracting of Information Security Management Activities 
IS.AR.225 Personnel Requirements 
IS.AR.230 Record-Keeping 
IS.AR.235 Continuous Improvement 
 
ANNEX II - INFORMATION SECURITY - ORGANISATION REQUIREMENTS 
IS.I.OR.100 Scope 
IS.I.OR.200 Information Security Management System (ISMS) 
IS.I.OR.205 Information Security Risk Assessment 
IS.I.OR.210 Information Security Risk Treatment 
IS.I.OR.215 Information Security Internal Reporting Scheme 
IS.I.OR.220 Information Security Incidents - Detection, Response & Recovery 
IS.I.OR.225 Response to Findings Notified by the Competent Authority 
IS.I.OR.230 Information Security External Reporting Scheme 
IS.I.OR.235 Contracting of Information Security Management Activities 
IS.I.OR.240 Personnel Requirements 
IS.I.OR.245 Record-Keeping 
IS.I.OR.250 Information Security Management Manual (ISMM) 
IS.I.OR.255 Changes to the Information Security Management System 
IS.I.OR.260 Continuous Improvement 
 
Appendix I - Examples of Threat scenarios with a Potential Harmful Impact on safety 
Appendix II - Main Tasks Stemming from the Implementation of Part-IS 
Appendix III - Examples of Aviation Services 
 
EASA PART-IS - IR (EU) 2023/203 QUIZ 
16 QUESTION MCQ – 75% Pass Mark 
 
INFORMATION SECURITY AWARENESS TRAINING 
 
INTRODUCTION 
What Is Information Security? 
What's at Stake? 
Are You at Risk? 
 
SECURITY THREATS AND PROTECTION STRATEGIES 
Email Scams 
Malware Programs 
Plugin Software 
Wireless Networks 
Data Breaches 
Social Media 
 
SECURITY MEASURES YOU CAN TAKE 
Overall Security Measures You Can Take 
Conclusion 
 
INFORMATION AND CYBER SECURITY QUIZ 
16 QUESTION MCQ – 75% Pass Mark 
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